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V=MV xa6apnapu '70. ?In6oprvrarlrKa

. CPEACTB o KPrrrrrorPA@rr'rEu?1%g 3Anlltrhr I{Ho oPM ArJmvI

Auoeu P. .{., Anaen P. X., Hypyn.naes M. M. *

PE3IOME

Hacrosqag pn6ora coAep)Ktrr cne4enuii o Ha3HaqeHLIIa rrporpaMMbl, o6nacrfi

IIpr4MeHeHIIfl, [pllMerrgeMbrx MeroAax, orilanra.renvfrx A:Irfi. [pI4MeHeHI,Iff cpeAcrBa

rcpuurorpaQu.recxofr 3arrlr4rrbr ranQopr'raqun'NUUz-CSP (4anee CK3I4 NUUz-CSP)
paspa6oraruroro aBTopaMlI.

K,nton+eewe c.no B a : IzluSopr'raquonrraf, 6egouacroctr, K puutorpa0ux, C SP.

Bne4eHrae. Cpe4crBo Kplrnrorpa$uuecrofi saquru uuQoprr,raquu NUl.lz-CSP [1,
2l 'npe4nasHarreno AJrs co3AaHns xnro-reft ruu$ponanua, gaKpbITbIX ?I orKpblTbrx xJrlo'refi

oJreKTpouHoft qzsporofi go4nucrz (3IIII), coBAaHEs n roATBepx(Aelrrs rroArlrffiHocru 3I-{fI,
xsrrrupoBarll{'r, nnQponauza u AMrrTo3arrlrrTbl Aalrrrbrx c }IcIIoJIb3oBaHr,IeM aJIfOpZTMOB,

orrrdcaHrrbrx n [3, 4, 5, 7, 8, 91.

CK3I4 NUUz-CSP 'Mox(er r4crroJrL€oBarbcs B cerffx reJreKoMMynraxa4zft,

rausoprvraqr{oHrrbf,r( cncTeMax o6qero rroJrb3oBaHvfl, rocyAapcTBeHllbrx KopuopaTuBublx
unSopruraqr{ourrhrx cucreMax nyreM BcrpatrBanvrfl. B rrpr4KJraArrbre rrplaJlox(eHns,

o6ecue.rzsap[ryre xparreHlre, o6pa6orxy n nepeAaary ranQoprvraqnn, fie coAepx€qeft caegeuzfi,
orueceuubrx K rocyAapcrBeHrrbrM ceKperaM, a raKxe npn o6ueue nn$opua4ueft u o6ecne.reuLIl4

rop[Al,IqecKoft gHa.Iu\4ocrrr gJIeKTpoHrrbIx AoKyMeHToB.

CK3I4 NUUz-CSP BbrrroJrrrser crreAyroque ocHoBHbIe Synrquu :

o SoprvrupoBauue xnroqefi AJrE ocyqecrBJrerrrrs I{ upoBepKv oJleKTponnofi quQponofi
rroArncn (3qn) ro arrroprlrruau 1 u 2 O'z DSt 1092:2009 [5] v arrroprrrr'ry |OCT P 34.f0-
2001 [e];

. xgrrrrapoBanne o6racteft ouepatnBrrofi lraMffTr{ r,r Apyr?Ix Aar{rrbrx rro aJrropurury 1 c
napaMerpoM p : 256 O'z DSt 1106:2009 [41 ]I arlropnrMy |OCT P 3a.11-9a [8];

o $oprr,rupoBanue r4 rrpoBepKy p$yJrrTara 9IIII n coorBercrBrir,r c aJrroprrrMa,Mrir L u2 O'z
DSt 1092:2009 [51 ]r arrfoprruMy |OCT P 3a.10-2001 [9];

o $oprrrzpoBaHI4e ffito.refi ruz$ponantrfl. p.;l^fi. aJrropurMa nru$poaauvs AaHHbrx O'z DSt
1105:2009 [3] z a"nropuruy |OCT 28L 7-89l7l;

o tuu$ponanue o6.nactefi oueparun:gloft, IlaMsrrr r,r Apyrrrx AaHrrbrx B coorBercrB]rr,r c

a"nropnriuolvr rurz$ponarrus AarrHrrx O'z DSt 1105:2009 [3] rr aJrropr{rMy |OCT 28Ia7-89l7l;
o pa6oty c KJrrogeBofi ranooprr,raqueft, xpaurrqefics Ha BrreurHrrx HoczreJrfix.

ts CK3I4 NUUz-CSP rpeAycMorpena noAAep)KKa 6o.nrruuncrsa ucrroJrb3yeMbrx B

HacrofiIllee EpeMfl Kpr{rrrorpa@zvecrurx aJrropnrMoB.

CKBI{ NUUz-CSP Mox(er I,IclroJlb3oFarbcff B KaqecrBe Kprrnronponaft4epa rro yMorrraunro

AJIa onepaqnounofi clrcreMbr Windows, rroMrrMo [oIAep)KKr4 Kpr{rrrorpa$uuecrnx aJrrop}rrMoB

'Auoee P. A.l, A.naes P. X.2 - Haquona;rrnufi yxurepclrrer Ve6exucrana
Hypynuaen M. M.3 - Byxapcxrft uu)Kexepno-Texrrorrorrqecxuf,r tmcruryr
E-mails: laloevr@mail.ru, 2mr.ruhillo@gmail.com, smirxon@mail.ru



Pecny6nuxu Vs6erucralr n poccraftcr<nx rpnnrorpaSr{qecKr4x aJrropt4TMoa, CK3ITI NU.Uz-
CSP raxx<e IroAAep)KIrBaer HeKoropbre o6rqenplrnatbte u ncilorrb3yroquecg n OC Windows
Kprdrrror.pa$zvecrule aJrroprrrMbr, TaKr{e xax RSA, 3DES, SHA-1 u r.rr.

L.1. (Dynxquu pa6orbr c KJrro.renofi nusopvraqraefi
Itzgenue NUUz-CSP pa6otaet c KJlrorreBoft un$opuraqrzeft n xpaHvJn4rrlax 

-.KJrrorreBhD(rourefiuepax (Key Container).
Tar xar CK3I4 NUUz-CSP rocrpoeH B coorBsrcrBtrv c rexuoJrorvefi Microsoft, # s

xoureft nepe coAepx<arcs cJreAyroque KJrroqr:

o AT-KEYDXCHANGE - KJIK)v, ucrorrb3yeMsrft 4.na rruQponanufi. u o6ruesa
CCCCI4OHHbIMLT KIIOIIAMII ;

o AT-SIGNATURE - xnro'tu, rcroJlb3yeMble AJrs co3Aanus n npoBepKr,r qu$poBofi
Ilonnucn.

llpu.ueo+auue. Pri'uate Kegs (xnrovu'Edponanr{s 14 ceKperHbre Krrroqrr noAurrcg),
coAepx€qllecs n xonteftnepe 3alquqeHbl c t4crroJrb3oBauraeM KJrIoqa 3arrltrrbr, xorgpptfi
.flBrgercf [poLt3BoAIrbrM 3HaqeHI{eM crr 3HarreHEff rrr{II-KoAa noJIb3OBaTeJrt rOKeHa. , -

BuBos Kpr.Irrorpa$zuecrrx rpoqeAyp n CK3ITI NUUz-CSP ocyqecrBrr frercfl. c rroMorrlbro
znrepSefica PKCS#I1.

Oorosononaraloqt4Mz rIoH.fiTIlsMH nurepSeftca PKCSff11 senstorcs cJror r{ ToKeH.
Toreu aBJlsercs xpaHanl4uleM HeKoropoft uepconaaruofi zu$opMaquu (pasalrvulrx Knrcuefi,
ceptuQuxatoB, IIpI{BarHbIx AaHHbD( n r.u.), a cJror Bbrcryrraer B poJrra cBssJrroqero 3BeHa
Mex(Ay KOMITbIOTepoM lr roKeHoM, AorrycKaroql4M noAKrroqeHze pasJrl,rrrHbrx ,toKeHoB B
pasIt4rrHoe BpeMs.

fux AT-KEYEXCHANGE n AT_SIGNATUHE uoryr ucrrorrb3oBarbcs KaK oAHn
n re x(e, TaK.r.pasrrrrquhre cJrorbr PKCS#1l. '

CKSVI NUUz-CSP rrpAAepxolBaet pa6oty c KonTeftuepauu HaxoAsrquMncs KaK Ha
xecrKoM AlrcKe KoMnblorepa, TaK u Ha cMeHnbrx HocrrreJrgx rnna Flash Memory u Smart Card.

Ilpu,ne"+an+ue. [annafi Bepc]rs CK3I4 NUUz-CSP noAAepxfl{Baer pa6ory rorrbKo c
Smart Card (USB Token) rr{na - eToken PRO Z2K (Java).

Kax<Arrfi xonrefinep l{Meer yuuKaJrbrroe nwfr, cocrosrqee ue upe$uxca nni n".*onu*r*
upeSuxcon !r caMoro IaMeIru. flpe$rxcu B nMeHra xonreftuepa orAeJrsrorcs Apyq or Apym
clrMBo"iloM "\". B llrvreHrr roHreftnepa Mo)Ker 6rrrl or rryJrg Ao rpex npesrzKcoB:

Container Name, : fpref1\)leref?\]feref?\)Name '.' ] 
,

Onpe4eneuze pac[oJloN(elrr4s rrocr{TeJr.s ocyqecrBJr.sercs rro [epBoMy npeSnxby B
uMeHrI xoutefinepa, B 3aBrrcuMocrt4 or HaJrfi'tvs. n Qyuxqzu CPAcquireCorited
Snara CRYPT-MACHINE_KEYSET. flpe0raxcbr Lr Mecro pacroJrox(eunq Ebcnrers
[peAcraBJrenu a ra6nnqe 1. ] '



Ta6anqa 1 - Ilpe$uKcbr lr Mecro pacnoJlox{eul4fl Hocr{TeJrfi

flpe$uxc @nar
CRYPT MA
CHINE XPYSPT

Pacnonox<eHrre

OTCVTCTBVET HCT C S I D L AP P D AT A) \uz _csp _containers
OTCVTCTBVET Aa lcsrDL_coMMoN _APPDATAI \

uz _csp_containers
HD TIET p Sf DL_APPDAT Al\uz _csp_contazners
HD 48, lcsrDL_coMMoN _APPDATAI \

uz _csp _conta'iners
FM IIET lF I RST _FMl \ uz _csp _containers
FM Aa He rroAAep)KvBaeTc.fl

SC TICT IFIRST SC
SC Aa rre rroAAepx(LrBaeTcs

DRV HET IDRV) \uz _csp _containers
DRV AA rre rroMep)Kr4Baercg

rAe:

ICSIDI_APPDATA] u [CSIDL COMMON_APPDATA] crcreMHbre
rrepeMeErrbre;

' [FIRST__FMI - nepnsrft nai,t4eunnft Hocrrrerrb rzna Flash Memory;

- IFIRST_SC] - repBa.n nafi4ennax cMapr - Kapra;

- IDRVI - qBHo aa4annrrft .norfi.recxzft 4ncx (nanpr.rMep, D, E r,l r.n.).
B [rMeHr4 xourefinepa BTopbrM upe@nxcorrr frBJrflercs. ccbrJrKa Ha cJror AIrfl

AT KEYEXCHANGE, a rperbl4M - nrrn AT_SIGI{ATURE. Ecru rpeuaft npeSurc
ot.yt"tuy.r, ro AT_KEYEXCHANGE u Af SIGNATUR.E xpanarcs Ha oAHoM Ll

TOM X(e CJIOTe.

3aIqma private-o6r,eKToB ToKeHa ocyqecrBJrflercfl. rrplr noMorrlr4 KprrnrofpaQuvecxoro
zntep@eftca PKCS#5. [auurrfi arropr4TM perxaer cpasy ABe 3aAarrz: sarun$poBbrBaH]4e
private-4anlrblx Ir I{x 3aIqI4Ty ot cnyuafinbrx tlJrr{ npeAHaMepenrrbrx rcxaNcenufi,

7. 2. @gnnt4ua u,ufipoeaH,ua,
@ynxqza muQponauna ilpeAcraBJrser co6oft Kpr4rrrorpaQz.recxzft aJrfopr4TM,

rlpeAcraBJl.firoIqvfi co6oft 6zexrusnoe oto6pax<eHue u3 KouerrHoro MHo)KecrBa orKpbrrr,rx
TeKcroB B KoHequoe MHox<ecrBo rur,r$ponanHbrx reKcroB, B Koroporra Syur<qrx oro6pa>Kenns.
3aBr4CrrT OT CeKpeTHOfO napaMeTpa, Ha3brBaeMofo KrrorroM.

@yuxrtrza urraSponanzr zcfloJrbsyerca Arrfl eaunt$ponauua yr pacruuspoBaHrrfl
uHQopuaqraz.

B NUUz-CSP peanzsoBalrbr aJrropktrMlr rruSporaur,rfl B coorBercrBvn4 c O'z DSt
1105:2009 [3], |OCT 28147-8e l7l.

(Dyuxqun ruu$ponauux [3] r,rox(er r,rcrroJrb3oBarb Kpr4rrrorpa$uvecrue KJrroqlr grruoflr256
wtm 5t2 6nr 4nn eauru$ponanvrfl u pacurz$poBalvrfl,6.rroxoe AarrHbrx 4tunofi 256 6vrr.

(Dyux4na uruSponauua I4crroJrb3yerc:{ AJrfl. Kpr4rrrorpaSuvecxoft 3arrlr4Tbr AaHHbrx,
xpaHI4MEIX I4 rlepeAaBaeMblx B cerflx 3BM, TeJleKoMMynuxaquilt,, B orAeJIbHbIx BbrqhcJrrrreJrbHbrx



KoMuJreKcax ZIJIII B 9BM IlpeAnpllflTaft, opfaHn3al{I4ft u yqpex(AeHlrft.

B craunrerp1rqgbrx Kpr{rrrocracreMax o6uen AaHHbIM}I npoucxo,4l4T B Tpr4 3Tarla:

1) or[paBr4TeJrb coo6ulerrur [epeAaer rloJlyrrareJllo KJrIoq uu$ponauux (unulu

Qyuxquonanrrrsrft rurro.r) rro 3alrlr4rrleHrroMy KaHaJIy, roroplrft lr3Becrelr roJIbKo IrM;

2) OTIIpaBI1TeJIL, c IIoMoIIIbIo KIIOqa ruuQponauua v $ynxqnoualbHoro K"r1loqa

npeo6pa"syer r4cxoAHbre AaHHbre n sauruSpoBaHuble AaHHbIe lI orrlpaBJlfler ltx tloryrrare,'Ilo no

KaHaJIy cBfl3rri

3) no;ryvareJrb, noJryrrnn sarui$poBarrHble AaHHbIe, paclul'r$poBblBaer fix c noMolrlEilo

KJrroqa uruspoaanna u Synxqr4orraJrbuoro Krloqa. O6e cropoubl Moryr BocrloJlb3oBarbcfi sTlIIvtI4

KIIOTIAMI4 HECKOJIbKO PAs.

Kporure 3alrlr4Tbr AaHrrbrx, Syuxqraa rulr$ponanl{.tt MoN(er IrcnoJrb3oBarbcs- AIrfl Salrlrrrbl

caMr4x crrMMerplrqHbrx KrloErefi npu r,l'x [epeAaqe rro He3aIquqeIrHbIM KaHaJIaM cBfl3vt. B erolr

cryqae [epeAaBaeMufi czuuerpuvuuft KJrIoq uu$pyerca c floMolqblo HeKoroporo Apyforo
KJIIO9a' Ha3[,IBaeMOfO KIIOTIOM 3aII+ITbI'

@ynxqua uru$ponanua [3] coAep)Klrr e ce6e ABa poKuMa:

- pexfl4M oJleKrpoHuoft xo4onofi KHrrru (ECB);

- pexil,IM cIrenJIeHIls 6roxos (CBC).

Peszvr gJreKTpoHHofi Ko.qonofi xnnru [peAcraBrqer co6oft pexs4M rulrSpooauua,

B KoropoM Bce 6JroKr4 orKpbrrofo reKcra nuSpyrotca Ire3aB[cI{Mo Apyr or Apyra Ha oAHoM

KJrroqe, B cooTBeTcTButut c aflropl4TMortr IxuspoeaHl'Ig AaHHbIX'

Perxuu ECB o6sl.rHo ucnoJrb3yercfi nprz uu$poBanlrn clzMMerpl4r*nrx xnrcqeft'

Pe>xnvr cqerrJreHtrs 6noron npeAcraBJrfler co6ofi pe)KltM ruu$ponauza, B

KoropoM rax<4r,rft aaruu(rponannsrft (pacuu$ponaunuft) 6-nox sanrTcllT or fipeAr,IAylrlero

salru$ponaHrroro (pacnra@ponaunoro) 6roxa. [nx uepaoro 6noxa B KasecrBe upeAblAylqefo

6loxa ucfioJrbsyercfl BeKTop r4rurryraJfi4za\w. B cnyuae ecJrI,I rIocJle2;untr 6nox reKcra sBJlfierct

rre rroJrrrbrM, orr AorroJrHsercs 4o neo6xo4u:'rofi gnumI. 3ta lpol{eAypa Hasrrsaetig nadduneo"u

(padding). Pex<nu CBC o6H.IHo I4cllorlb3yercfl npu uru$poBannu AaHHbIx.

Hasna.{enl,Ie Aarrgr,rx $ynrquu, @ynxqnona.nrntte Bo3Mo)KHocrIr' aJIfopI4TMbI

SyuxquounpoBanx-fi rrpeAcraBJreHbr B AoKyMeHTe "O'z DSt 1105:2009. focy4apcruennrrft

"r"rr.qupt 
Vs6erncraHa. Irlu$opuaqlaoHnafl rexHorlorns KPI4IITOfPAOI4IIECKAfI

3AIIII4TA I4HO OPMAIII'III. Arropzru nruQponaHl4e 4aHHbIX".

7, 3, @gnmlua, fteutugoeawua'

@yHxqraa xgrur{poBarrus [peAHa3HarreHa Alrfl. ocyxlecrBJleHlrs oAHoHailpaBJleHlrofo

c)KrrMaroqero coro6pax<eaun f il3 MHox(ecrea A B Mlrox(ecrno B, Ha BxoA Koropofo IloA&ercs

coo6qegr,re npolr3BoJrbuoft 4aunur , a BbIxoAoM ssnfrercn crpoKa $uxcupoeanuofi 4lulrst h(M).

Ilpulreueuue xornnpytoqero fipeo6pa^eonalrufl [o3BoJlfler yMeublul4rr, us6rrrorlHocrb BxoAHoro

TCKCTA.

Oynxqua xsruprpoBaHlrs [pvMeusercr B Kpl4nrorpa$u'recxux MeroAax o6pa6otxu

14 3aIIIITTbI An$opUaqnr, B ToM tILIcJIe NItt peaJlll3allull [poqeAyp e,rexrponuOft

qu$ponoft rroqnvcfi (4anee SIIII) rpr nepeAave, o6pa6orKe lI xpaHeHIlI,I un$optlraquu e

aBTOMaTI43LIpOBaUHbIX CrrcTeMax.

Hzx<e [puBeAeHbr 64soslre rpe6oeaHur, rpeAbsB,'IfleMble x Synrcquz xslxl'rpoBaHl4s.



EasonHe tpe6oeanzfl K Kpl'Ilrrorpa$zvecxoft xsur-$yHKIIIII4: I

- Ha BxoA c}yHxqIau MoN(eT noAaBaTbcfi coo6qerrne nro6o4 AJII4I{bI;

- Ha' BbrxoAe $ynxqrara rloirytraercs coo6ulenze Surcuponatnofr 4lraHrr;

- xeln-QyrrKql,If AocTaTor{Ho [pocTo BbiH?IcJTfleTcfl AIIfl rrro6oro coo6ulerrrzx;

- xeru-<f ynKqpls - oAHoHalpB,BJIeIrHas $yuxqux ;

- 3Hafl coo6rqenue M, npaxtwlecKll HeBO3I\{O)KIIO naftrr'r Apyroe coo6rqeune M" Axra

Koroporo h(M) - h(M').
B NUUz-CSP PeanusoBaubl

1106:2009 [4], |OCT P 34'11-94 [s]'

1.1, @ynmlua, no}nucu

aJrroplrl'Mbl xglxl4poBalrzs B coorBercrBrrl'r c O'z DSt

Arrn QoPwrPonanul 14

(3Un) noA. 3aAaHrIbIM

flO HffiaIqUIIIeHH['IM

flpu nony.ieuuu coo6tqeHl,Ifi noayrIaTeJlb MoxeT ocyqecTBl4Tb [poBepKy qeJIocTHocTI{

cOo6rqeuux nepeAaIIHoI'o oTIIpaBI4IeJIeM u upOBepI4Tb AOcTOBepHOcTb aBTopCTBa efo

@yuxqua slexrponuoft quSponofi no4nvc:ol cJlyN(ltr

noATBepxAeHIzq [oAJIuHlIocrt4 snexrpouuofi qu$ponoit noA[I4c]r

coo6rqetrraeu (slexrpouuuinr 4oxyttlenrolut), nepeAa'BaeMblM

Te JreKoMMyHI,IKar\tloHHbIM KaEIaJIalt o6qero noJII]3oB aHlIfl '

oTrrpaBI4TeJI.g.

3l-lll xnnxercs gJIeKTpoHHbIM allaJlofoM nracslrenuoft

r4rcuoJrb3oBaTbcfl [oJlyalareJleM IIJII'I Tperbefi cropouoit gttz

6stro neft crBIrreJIbHo tIOArII4caHo orrrp aBI'ITe JIeM'

rro4rlucu r nooroMy 3l-lll n'ro>Ner

yAocroBepeHl{q' r{To coo6rqeuae

rrpoBepKI4 S,teKTporIHOIl

'" -ocrI, arropurM z [DJ, r
B NUUz-CSP peaJIPl3oBaIrbI a"IfopI'ITMt'l $opInrrapoBan!7fr 14

qu$ponoft uoAnl4cll B coorBercrBlllr c O'z DSt 1092:2009 aJIroplITM

P 34.10-2001 [e].

!,na $opr"rupoBaHrrs u iloATBep)r(AeHiltl IOA.III{HHOCT}I 3II[ s coo'IBeTcTBIII',I

1092:2009 r4cnoJrb3yroTcr ABa aJrfoprrTMa (Anropuru 1, AnropraTrnr 2):

c O'z DSt

- 6es ceaHcoBofo Knloqa;

-_ C CCAHCOBbIM KJIIOI{OM.

Alropuru 2 ucnont zyeTcs B KJracc[qecKoM (6ea ce&HcoBoro rnrova) pex(llMe' B

Ar"oprr*" 1 npe4ycvroTpeH pe3epeHblft nytl o6napy)Kellplfl roMeJIKI4 3I{fI nyreM BBeAeIII4fl

u ,rpoq""" Sopr,,rnponaullx $I{fI fipo4eAypbl ceaHcoBoro KJIIo'{a' ucnoJlb3yeMolo B rlpoqecce

noATBepx(AeHIas rIoA,rIlIIrHocrIl 3Un.
Cocrae I{ rra3Harrerrr4e AaHrroft Syurqlru, SynxquoHaJlbHble Bo3Mox(Hocrv' a^IIropI4TM

$ynxquonupoBalla;I IIpeAcTaBJIeHbI B AoKyMeHTe "O'z DSt 1092:2009':locy4apcrnennr'ril

craHAapr vs6exucraHa. IrlnQopr',raqzolrHas rexllorlorvfi KPI4IITOfPA@I4qECKAfl

3AIUI4TA ITIHOOPMAUI4ITI. flpoqeccrr $opruuporaur,rfl 14 rlpoBepKl'r srleKrponnofi qraspoeofi

rIornrlclltt,

7. 5. @gnt+l4uoHanbrrble o4nHuq'ewue' Ha npu'turenertue

Kpunrorpasuvecxnfi uurep$eftc cK3I4 NUUz-CSP peaJlll3oBaH B coorBercrBlru co

"turr4ufror 
CSP, xotopsrfi upurrreHuM ToJIbKo B olepaquounoft cl4creMe Windows l''l se

uprrMer{lrM B ApyrIIx oflepaqr{oHHL,rx cr4cTeMax TI4IIa Linux, IVIac, Unix 14 T.II'

flocxo;bxy s cK3IrI NUUz-csP peaJIIBoBaHLI KpllnTofpasuvecxue aJlropt4TMl',I'

Ko'ropbre He pacrro3Harorcs craHAaprrrErMrr cpeAcrBaMvl windows' AJIS BcTpa'rrBa;FInfl' cK3I4



B TI4roBbIe rlpllrlox(elrl{s Windows (MS Outlook, Internet Explorer, VPN r,r r.n.) cp,dSyerba
BHecrn Ir3MeHeHut B cralrAaprrroe npofpaMMHoe o6ecue.reHue OC (advapi32,dll, cr5r'ptsp.dll,
crypt32.dll, inetcomm.dll, schannel.dll, secur32.dll, mailcomm.dll z r.n.). r,,,

Bueceuue no4o6nrrx usueneuzft e OC Windows Mox(er 6urr, ocyulecrBJreHo pasilraqH6rMr.{
cuoco6anrrz. CK3I4 NUUz-CSP He ocyqecrBJrffer r{BMeHeHr4s B sranAaprHoM rrporpa,MMrroM
o6ecue-reuzlr OC. ;.1 t-' :

2. Onucanue aadaqu r :.

CK3I4 NUUz-CSP peaJlrt3oBaHo B BIaAe cJreAyroqrlx ArrnaMr,rqecKrrx 6r.r6aq4orex: -.

- uzcsP.DLL - 3arpy.Ka nnrep$eftca cSP c EoMorr{bro crypto ApI;
- UZCSPFUNC.DLL - 3arpy3Ka zurepQrefica CSp HarrpnMyro; j

- UZPKCSLI.DLL - 3arpy3Ka rnrep$eftca PKCSfll (znrepgeftc PKeSfll 41x
CK3I4 NUUz-CSP , Aarree PKCS#l1); . , :

UZSCTOKEN.DLL - Syuxqraft pa6orn co cMapr-Kaproft vepes '"iitep6"t.PKCSffl1; I r'r :

- UZVTOKEN.DLL - $yHxlluft pa6orrt c Bl4pryarrbHbrMrz cJroraMn r{ ToKeHaMLl
nurep$efic PKCS#11;

- UZCRYPTO SP.DLL - 6u6mroreKa Kpnnrolpa$zvecxnx npoqelJp.
Br,tnreyxasanuble 6u6nno.exlr uoMerrlarcrcs B rranKy WINDOWS\SYSTEM32. Taxxce, n

KoMrrreKr nocraBKr4 CK3I4 NUUz-CSP BxoAsr crreAyroque MoAyJ,rra:

- UZGUI.DLL- nnrepQeftc AJI{ BBoAa flapoJrs K Krroqy, reHepaqr4s clyuaftnux rutrcer
c rtolrorrlFro r{exaHla3lla tbnextponnaR pynerxat,;,

UZCSP-INTEGRAL TEST.EXE -.,"I4nrerpa.nrnsrfi recr Arrs CSP CK3I4
NUUz-CSP ;

U Z P K C S 1 1 I NI. E X E - v:elnr\vranwaar\vrfl BlrpryarrbHrrrx crroroB r4 TOK€HOB 'AJrt

rIepe3

unrep$etca PKCSfll;

- U Z C RY P T O T E S T. E X D - recrbr Kpr4rrrorpa$zvecxzx

- UZKEYMANAGER.EXE - recroBas nporpaMMa AJ,rs
ceprzQuxaron;

aJrr-opr,rTMoB;

fioryqeHr,rs rr [pocMoTpa

pa6otn rgcronoft- , UZKM.DLL - AnHaMr.rqecxa,s, 6u6luoreKa Arrr , roAAepxffiyl
rporpaMMbr U Z KEYMA NA G ER. EXE :

- CSPCON.DLL - Au:rraMvrqecKzr.fi 6u6tuorexa AJrt rroAAepNffir4 onepaqzft sxcnopra,-
rrMrropra 3aKpbrrbrx x"rrro.refi e $opl,rare PFX. :'

Ilpuu,euau,ue. flporpaMMa U Z K E YM A N A G E n. E X E u ABe noA4epNo4Baroqr4e ee
AI'IHaMI4iIecxue 6n6nuoreKl4 [peAHaslraqeHbr roJrbKo AJrr recrr4poBarrrrs pa6oru CK3I4 NUUz-
CSP c cepru$uraraMu a 3aKpbrrbrMlt KJrroqaMrz.

2.7. Ilnmepfieilc CSP
B CK3I4 NUUz-CSP peaJII43oBaH Kplznrorpa@nuecr<ufi znrepSeftc CSP s coorBercrBr{r4

c tpe6onanlraMl4 craHAapra Cryptography Service Provider (CSP) KoMnaHvr{ Micros[ft. ':'
I'Inrep0eftc CSP CK3?I NUUz-CSP paspa6orau 4-nx pearrr43aqil" u .rprr.rru4rrri'

rporpaMMax Kpl4rrorpa$trvecxnx arlfopl4TMon [3],[a],p1, pocczficxnx a;rropirruon
nru$ponaruq v ereKrpouuoftrrrofirrcu [7, B, 9] c rroMorr{bro ranrepSeftca UZPKCS#11[6],

I'Iutep$efic CSP CK3I4'NUUz-CSP cocrorrr r.rs AByx Ar{HaMurrecxux6n6tuoret< UZb-
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ilP.DLL, UZCSPF)INC.DLL, a raKx(e BclloMorarelurofi rectonofi uporpaMMbl uzc-

SP _ INTEG RAL _ TE ST.EXE.

I^cuontsosann-e cK3lrl NUUz-csP uoxcer ocyqecTBJlflTbcs KaK llarpsMylo' nyTeM

3arpy3Krr 6vr6nuorcxn izcspruNC.DLL c noMoIqLP KoMaHAbI Loadlibrary I4 ro'tyr{eHl4s

aApecoB xpunrorpa@rqecKlilx syuxquft c IIOMOIIIbIo KoMaHAbI GetProcAddress', ',rra6o 
uepes

unrep<leftc CRYPTOAPI'
2. 2. IlnmePfieil,c U ZP KC S # 1 1

peaJru3oBaH Kpl4rrofpa$uvecruft unrep$eftc UZPKCS#ll e

coMlIcTaIIAap'ubxcs#Ilv2.20:CryptographicTokenlnterface
St RSA laboratories [6]'

IIporpaMMax

$ponanux l1

run$ponaulu

MI4poBaHI4s lr [poBepKn SJreKTpoIrHoft no4nzcu

napoJlfl K KJIrcqy lI reHepal{I4rz clyuafrnlrx rrl4c

2. 2. 1 . M ec;an+ua *r " s'n'ewn1'qt oll't'tas' py'nemna"

nts uttut\
t'3;rexrponnaa

rICrIOJIb3yeTcfl

"gfleKtpoHttoft py.nerru" cnnlraercs 32

pearllrsalruu CK3I'I NUUz-CSP uz 6v6

Random.
2.S.Eu6lluorTlevaKpunrno"wfiuuecxurnpoqedyp
Bu6ruaorexa KplrnTorpaQuuecrvx npoqeAyp peaJII43OBaIIa B BI',IAe 4uuauuvecxoE

6ra6nuorex u (rzcRyprosp.DLt. npe4nasna.{eHHofi .[,Jrs r4crro,'rb3oBa]Irls r onepauno'uoi

cr4cTeMe windows Bepcr4l4 xP vI BbIIne. Bu6"rnotexa IIo3BoJIseT BbI3bIBaTb $yuxqm

nupa6orrzxlrcgefi,xSIxI4poBaH}IflIISJleKTporrrroftIIoAIIIltcu,peaJII43oBaHHbleBcooTBe,TcTBI4Il
c rpe6onatruavrz [3, 4, 5, 7, E, 9\'

.[auuaa 6u6lno,rexa Mox(eT I4CIIOJIb3OBaTbcfl KaK HaIIpsMyIO) c noMO'I'.T'IO ilpoqeAypbl

L oad,Librarg, TaK I{ c noMolrlr'rc uurep$ etaca UZPKCS# 1 1'

nlgnpoBepKl,Ipa6otocuoco6lrocruyxasarrrrofiBbl[Ie6vt6nvorexvUZCRYP-
TosP,DLtr uo4rorowrer{a recroBas rporpa]ilom (IZCRYPTOTEST'EXE' rlo3Borlsloqat

Bbr3brBarb Kplrrrrorpasuvecxze npoo.Aypo, "= 
6n6nuorexv uzcRYPTosP'DLL v'

IIoIyIIaTbpe3yJIbTaTbIIIxBbIIIoJIHeHI4gBBI4Aepa3JII,IqIIbIx$aftrron.

2. 3. 1. Tecmoeaa npo?W'Nt"tula U Z C RY P T O T E S T' E X D

Tecrosas rporpaMMa u z c RY P T o T E s T. E X E IIosBoJIseT BbI3bIBarb az 6n6mrorexu

uzcnYPTOSP,DLt npoqe4ypu nltpa6oTKl4 KJlloqefi, xeurupona:I]:flvIfio&rIucu r roJlyrlarb

I



3M,y

pe3yJrbTaTbr r/rx BbrrroJlHeEvrfl. B BuAe oaftroB. 
. i

!,ra ucuonb3oBarrlrs nporpaMMbl UZCRYPTOTEST,EXE e rtanxe,.i4e ra
rporpaMMa, Aouxcra 6rrrr cos4aHa rrogltpeKTopr4.fl UZ_TEST,S, n xotopofi Tb

cJreAyroil$re [oAA]rpeKToputu :

- HASH256 - AJIr rlpoBepxu @ynxqr.rr{ x3rulrpoBallrs.;

- SIGN ALGl - Arrs rrpoBepKlr arrroprarMa I 9II[;
- SIGN ALGT - Arnr rrpoBepKr,r a!'rropt4rMa 2 3Un.
B nog4IapeKTopl,rl{ HASH256 EaxoAsrc.fi BxoAubre rrapaMerpbr ra pesylrratsr nunonripu,lls

oflepaqrrrr xorrnrpoBarrvr' npv 3rrarrenr4ra MoAyJrs p: 256.

B neft ABe rroAArzpeKTopurr:

- DATA - coAepx<ur xsrur.rpyeuuft rexcr n Safine DATA_TO_HASH, I a $aftl
HASH [oMetrIaercff p$yJlbrar BbrrroJrneHnoro xgmupoBaHr{s; ' ] . i' r\','

- PARAMS - coAepNs.rr rrapaMerps KEY u ZICHLA,SII a.nropzrrura xsnupo'bd;nux
o Qaftnax c coorBercrByroqlrMrr r{MeHaM}r.

[auuste n $aftnrr 3anrrcbrBarorcfl KaK TeKcroBoe rrpeAcraBJresrae HEX-cuMBoJroB, .3a

I,IcKrIoqeHI,reu Saft"rron, coAepx€,qn AarrHbre AJla xgrrrzpoBaHr4.rl vnu no4ttucu, e xotciprre
nusoprvraryls 3a[r{cbrB aeTcs. g o6br.ffior( TeKcToBoM [peAcTaBJreHr4I,I.

B lroAAlrpeKTopr4ll S/GIV_ ALGL HaxoAflTcfi BxoAr{bre fiapaMerpbr 14 p$yJrbrarbr
Bbrrrorruerruff orepaqnu 9I{II uo a.nropnruy 1.

B ueft Tper rroAAlrpeKTopurr:

DATA- coAepxcl{T troArrr{cbrBaeunft reKcr n $afine DATA_TO SIGN, a n Safta
S I G N AT U R-D novreqaencs p€yJrbrar Bbrrorruerrprfi onepaquz 3I{II ;

- PARAMS- coAep)Krr napaMerpbr P, Q, R, G, R7 at:l..opurna g{fl n Saft"rax c
cooTBeTcTByroqrlMl[ r{MeEaMrr;

- KEYS- coAep)Kar Krroqu aJrropr,rrMa U, X, Y, Z arrroprrrMa SIII e Saftrax c
cooTBeTcTByrotrII{M}I I{MeIIaMII.

B IIonAupeKTopIaE SIGN-ALG2 saxoAsrcs BXoAHbre rrapaMerpbr kr peaylnraru
Bbl[oJlrreHr.rr orrepaq]ru 9{II uo {MropzrMy 2.8 :aefr Tpt4 rroAArrpeKTopr4r,r: j . .'

- DATA- coAepxc.rr roArrrcbrBaeruruft reKcr n Qaftne DATA_TO_SIGN, a n $afia
SIGNATUREuouetqamcgp$yJIbTaTBbIIIoJIHeHngo[epaquzgI-!|Il

- PARAMS- coAepxffir rrapaMerpu A, B, P, T, W, Xn, Yn anropnrrua 3[II n

Safinax c coorBercrByroqlrMr{ r,rMeHaMr4 ;

- KEYS- coAepx(rirr KJrroqlr a^nropzrua D, X, Y a^nropzrua SIIfl n $afi;rax c

cooTBeTcTByrouluMu r{MenErM}r.

Ans npoBepKr{ pabmocnoco6uocrz cauoft 6u6nuorexu UZCfuYPTOSP.DLL
ueo6xo4r,ruo 3arlycrrlrb UZCRYPTOTEST.EXE c napaMerpaun, rpeAeraBrrerrlrbrMrl
S".A6il."Ae2. .r,1 ..1.1i,il

77-



brrroJrHseMag onepar{r4g

Bupa6otxa rnroqeft Airfl
arlropLlrMa 1 SUII

upa6or:ra xnro'refi Ailfr
a,rrfopl4TMa 2 SIIII

XsrruporaHtle reKcra

flo4nncs TeKcra c

IAC[OJIb3OBaIrrreM aJropI4TMA

1 SUII 6ee ceaucoBoro KJrIoqa

lloAnncr TeKcra c

r4crroJlb3oBaHueM arlfopl'rTMa

1 SUII c ceaHcoBblM KrIoqoM

poBepKa KOHTpOJIbIIOTO

nprMepa a,IIfoprITMa 1 eqn

IloAuucr TeKcra c

lrcrroJIb3OBaHI4eM aJIfopI4TMa

2 SUII
flporepxa rIoAIrI(cI4 Arfl
aJrropllTMa 1 6es ceaHcoBoro

KIIOqA
flpoaepra noAutrcll AJIff

aJIropI4TMa 1 c ceaucoBblM

KTIOI{OM

poBepKa IOATII4CLI I43

KorrrpoJlbHoro I]puMepa

ftrponepxa rIoAnI4cIr Ailfl
anropntlta 2

'.: 

-

ffi -Tg- I{n@opvrar'rKa

Ta6.nraqa 2 - flapal,r erpu (J Z CRYP T O T E S T' E X E
flpravre.ramur

*nrr 6urru saAaHbI naPan'retPsI P,
R, G. Peey"nrrat rloMelrlaercx n Saftnsr
X,Y,Z
ffiHbI rlapaMerptr A, B,

P, T, W, Xn, Yrz. Pesynurar fioMelrlaercs

D, X, Y,

@HbI napaMerprr KEY
tr ZICHLASH, a raKx(e reKcr Arfl

xHrt 6sttl 3aAarIbI [apaMerp],I I4 KrIoqB

AJrs tloArltrcu rro aJlropvruy 1, a raKx(e reKcr

n Saiture DATA-TO-SIGN. Pesynrrar

noMerqaerca r $aftn SIGNATURE.
Aorx<en 6sIrr sa4an ceaHcog!'rft KJIIoTI B

$aftne Rl.

Ha 6urs [oAA]IPeKToPI4s

TROL EXAMPLE c rapaMerpaMtr

KOHTpOJrbIroro npuMepa

HTUIOTI4I{HbIE K IPIAMCqAHUflM AIS
a,rropztua 1

Verify
- algTcnt

2. 3. 2. IIunoPmuPAe,M,bt e figxxt4uu
(D yuxquu, tIM IIoprI,IpyeMbIe I'I3 6u6 nuor ercu

pas6nrrt Ha cJleAyloqlre KJIaccbI:

- $yuxqu vI rrnr4r\l4artv3 a\vtur;

- Sytt*tiura nsrpa6orxu xnroveft;

- Syuxqull xorlapoB anrfl;

- Synxqnv rro4rrucu;

- $yuxquu upoBePKI4 lloAnvclr.

tl Z C RYP T O S P. D L-t, ycnoeno uolyr 6rrrr



aTw<a

3. Broduaoe u abrtoduare danutwr '

Kpuurorpadr'r'recxzft zntepQeftc CK3I4 NUUz-CSP co3Aan B coorBer"tn"" c
Service Provider (CSP) KoMnaHt4r,
cafite Microsoft. Onncanue Bxorgbrx lr
o nafirn ua caftre Microsoft uo ru

ccbIJIKaM. 
v DqrLLyt na vaytL.v lvrlul.uuoLL uo HIDKeyKaSaqHFIM

(Dynxquu coeAzHeHr,rfl c CSP:
(Dynxqlla Onracanrae
CPAcquiruContett Csgssrraer -rcoureft nep c KJrrorraMrr c yxasarenernr eSE
CPGetProaParam Bugaer traparuerpuF
CPReleaseContent Ocno6ox<4aer yKasarerb, [oryrreur6rft@
CPSetProaParam Vcranan.rrrnBaer crreqnQuvecxlae nap araerprr CS p.

Bupa6orxa x.rrroqefi n $ynxqrz o6uena xnlo.raNrz CSp:
(Dyrrxqua Onncarrlre
CPDeri,aeKey Coe4aer Krrotr rae rrapoJrx.
CPDestroAKeA V.qaager Krroq u3 rraMfrTvt.
CPDuplicateKey Coelaer Korn4lo Krroqa.
UPErportl{eg 9xcnopr Krroqa.
UPGenl{ey Brrpa6orra c"uyvaftuoro KJrroe&;
CPGenRandom Brrpa6orxa cnyvarZurrx .ruceJr.

CPGetKeyParam Iloryvenue fiapaMerpoB Krroqa.
CPGetUserKey flonyvenue yKasareJls Kjqroqa [oJrh3oBaTeJrs.
CPImportKeg Irluuopr Krroqa.
CPSetKegPar\&n1, Vcranoera [apaMerp os xrlo.r a-

rIKIIt4I4 a z pacuz$poBaHus:
Oyrr qua Onlrcaurae
CPDecrypt rac[[(ppoBblBagT muqponarrurrfr TeKcr c [oMorrlbro Krroqa Ars.

ulu@ponanza.
CPEncrypt lJauu@ponbrBaer orxprrrrrft TeKcr c noMorr{blo KJrroqa 4na rrz$poBaHv.fi.



VgMV xa6ap.napu 80- IzlHSopvrarrrr<.a

@yuxqnu xorurapoBaHua n 9I-{fI:
@ynrqrar Onncanue
CPCreateHash Qos4anze yKasareJrs xeu-$ynxqua.
CPDestroyHash V4aneurae yKasaTeJrx x3[r-$yuxquu.
CPDuplicateHash Cos.uaHtae Korrr4r4 xg HKr{I4r,r.

CPGetHashParam flonyveuue ceoricrn xeru-$yuxqr,ru.
CPHashData npoBarrl,Ie AaHFrbrx.
CPHashSessi,onKey Xsuuponanfie Krroqa ceccuu.
CPSetllashParam Vcranosxa [apaMerpoB xsrrrrrpoB arrus.
CPS Ilo4uzcr xsu:-$ynxqru.
CPVerifgSignature flponepxa noArrr4 cpr xsur-$yuxqzra.
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REZYUME ,

Mazkur maqolada mualliflar tomonidan ishlab chiqilgan axborotni kriptografik hi-
moyalash vositasi (NUUz-CSP) ning qo'llanish sohalari, unda qo'llanilgan metodlar,
asosiy xarakteristikalari va imkoniyatlari bayon etiladi.

Kalit so'zlar: Axborot xavfsizligi, Kriptografiya, CSp.

RESUME
This work contains information about the program, applied methods, restrictions
for application of means of cryptographic protection of information NUUz-CSP
developed by authors.

Keg words.' Information Security, Cryptography, CSp.


